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Abstract: The purpose of this article is to present a model for the cybersecurity defense of
computer networks that makes use of big data from multiple sources. The purpose of this endeavor
is to improve the overall security of computer networks by addressing the limitations of the defense
systems that are currently in place. A comprehensive analysis of the current state of network
security is carried out, with a particular emphasis placed on the difficulties that are encountered in
this field. After that, the concept of big data that comes from multiple sources is presented as a
potential solution. A definition of big data and an analysis of the multisource big data model are
presented in this article. An information system network security framework is presented that can
be found in this article. The model illustrates the connection between network operations, potential
security risks, attacks on networks, and the defense provided by security devices. For the purpose
of developing a defense system measurement and optimization system, the network security
system measurement and optimization scheme is utilized. Real-world scenarios are skillfully
incorporated into the application analysis that is being conducted for the project. The purpose of
this article is to demonstrate the usefulness and efficiency of the proposed network security defense
system evaluation and optimization scheme. This is accomplished by evaluating and enhancing
the security defense system through the utilization of conventional methods.
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1. Introduction

Recently, there has been a significant increase in the progress of emerging technologies such as
blockchain (Zhou, Z. 2022), the Internet of Things (l1oT), cloud computing resources (Zarei S.M.,
2021), and big data. The integration of computer networks as the underlying framework for
information construction has had a significant influence on both economic progress and human
ways of life (Prvan, M, 2020).

The number of connected devices and generated content are growing rapidly on the internet. While
networks offer various conveniences, the possibility of attacks can give rise to security
apprehensions (Nour, B, 2021). The complete utilization of multi-source and large data resources
can be achieved through the mining of explorer travel rules and the acquisition of trip information
through big data advancement (A. Ju, 2020). Additionally, monstrous learning benefits from the
consistent absorption of vast quantities of test data and the separation of sporadic, unsteady, and
exceptionally dubious data ascribes. Additionally, it can provide state-of-the-art development and
advancement to address the accuracy of explorer stream assumption in various environments in
metropolitan rail travel voyager stream assumption data support. While considering the impact of
social and monetary components, temporary and spatial factors, and various emergencies on
explorer stream changes, these variables can be considered continuously and exhaustively (Bhat,
2021).

In the contemporary mechanical and associated world, it is imperative to protect computer
networks from a variety of cyber threats. A significant instrument for reinforcing these networks
has emerged as a result of the remarkable development of data generated from a variety of sources:
big data. The utilization of various big data sources, which are areas of strength, can be employed
to establish a comprehensive strategy for safeguarding computer networks from emerging cyber
threats (C. Zhou, 2021). Network traffic is a significant source of big data. The identification of
unusual behaviors that are indicative of potential hazards can be facilitated by the examination of
significant surges in network sections, which can be used to establish standard examples of
conduct.

Additionally, network device, server, and application logs provide valuable insights into
organizational practices by facilitating the identification of unauthorized access attempts and
questionable behavior (D. Wang, 2020). In essence, organizations have the ability to implement a
variety of strategies to protect computer networks by leveraging a limited number of large data
sources. By integrating network traffic analysis, structure logs, threat knowledge, and 10T data,
this approach establishes a comprehensive security system.

This concept aids organizations in maintaining a competitive edge over cyber adversaries and
safeguarding their critical high-level assets by means of continuous monitoring, analysis, and
proactive risk mitigation (Fadhil, 2021).
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2. Literature review

The network produces a daily volume of 2.5 exabytes of data, which is substantial, diverse, and
generated quickly (R. Vinayakumar, 2017). As big data is collected and analyzed more efficiently,
the significant value that is concealed within the data is gradually being uncovered. Network
operators can optimize network performance and enhance network revenue by leveraging big data
(H. Sun, 2021). The article by Gupta (2020) provides a meticulous logical categorization and risk
assessment for artificial intelligence models used in secure data analysis. The paper resolves the
central inquiry of guaranteeing data security and protection in the period of artificial intelligence
driven examination. The creators order the different man-made intelligence models utilized in data
examination through a careful survey of past writing, and afterward recommend a risk model to
recognize possible weaknesses. The review gives significant experiences to specialists and experts
to foster solid security apparatuses for data examination structures via cautiously arranging
simulated intelligence models and related gambles.

This paper conducts a deliberate examination that focuses on the intersection of 10T advancements
and big data in clever settings (Hajjaji, 2021). In particular, the review examines the intersection
of 10T applications and big data analysis, particularly in relation to smart metropolitan regions,
medical care, transportation, and energy for Presidents. The creators provide pieces of information
regarding the current state of craftsmanship, challenges, and future prospects in this thriving region
by combining findings from a variety of investigations. The deliberate review showcases the
diverse applications of big data and 10T advancements, ranging from continuous observation and
vision investigation to custom-made services and resource enhancement. In addition, the review
emphasizes the necessity of addressing critical issues such as data security, adaptability, and
interoperability in order to gain a comprehensive understanding of the potential impact of big data
and 10T on the development of sharp ecosystems.

Data fusion brought a fresh approach for the identification of heterogeneous intrusions (Jeyepalan
and Kirubakaran, 2019). (Essid and Jemili, 2016) proposed using Hadoop and MapReduce the
integration of two heterogeneous data sources. Combining intrusion detection datasets—including
the NSL-KDD, Mawilab, and DARPA'99 datasets—Ben Fekih and Jemili, 2018 put forth a method
They built and assessed the detection model using the Naive Bayes algorithm. In order to suggest
an approach for the discovery of temporal patterns, (Radhakrishna V et al., 2019) presented the
idea of data fusion in respect to the temporal pattern tree. Every timeslot generates a tree; the trees
acquired for one timeslot are combined or fused to produce the total tree for the whole dataset.
Effective and proactive pruning of elements during the pattern mining process depends much on
the idea of tree-based data fusion. By means of principal component analysis (PCA), (Om Prakash
Singh et al., 2022) sought the suitable coefficients for data fusion. Look at how computational
information approaches are utilized in numerous spaces for big data examination (Igbal, 2020).

95



The Islamic University Journal of Applied Sciences (JESC) Issue I, Volume VI, July 2024

The review gives a complete outline of a few computational experiences, like brain networks,
hereditary calculations, fluffy rationale, and multiverse information, among others. The creators
outline the adequacy of these strategies in tending to perplexing difficulties related with large data
examination, for example, data pre-taking care of, feature determination, and model affirmation,
through relevant investigations and true applications.

The study by J. Hu (2021) provides a methodology for predicting problems associated with vehicle
travel by utilizing data from various sources. The survey focuses on accurately predicting protests
by utilizing various data inputs, such as GPS data, traffic patterns, and real-time travel information.
The recommended approach aims to enhance the accuracy of genuine assumption by integrating
diverse data sources and implementing artificial intelligence techniques. This has significant
implications for efficient urban driving, navigation systems, and transportation planning. This
examination aims to enhance intelligent transportation systems by limiting the capacity of multi-
source data analysis for advanced research.

The study conducted by Khang and colleagues in 2024 Examine the potential applications of big
data in resolving challenges within the pharmaceutical industry (Khang, 2024). Utilizing a vast
amount of patient data, clinical records, and genetic information, big data research enables medical
professionals to identify significant new discoveries, customize treatments, and focus on long-term
outcomes. This segment showcases the profound impact of big data on shaping the future of
medicine and introduces several applications, such as drug discovery, precision medicine, and
predictive market analysis. This examination contributes to the growing body of literature on the
application of data-driven approaches to enhance clinical development and healthcare practices.

Wang et al. (2020) propose a pre-impact fall area framework for a CNN enterprise that incorporates
multiple sources (L. Wang, 2020). The survey addresses the primary requirement for accurate fall
detection, particularly in vulnerable populations such as the elderly. The proposed framework
achieves precise and robust fall detection prior to impact by integrating data from multiple sensors,
such as depth cameras, gyroscopes, and accelerometers.

The dress showcase strategy by Tehrany et al. (2019) predicts tropical woodland fire weakness
spatially. Forest fires pose significant financial and environmental risks in tropical regions, so the
audit addresses the growing need for precise assessment. With the Logit Lift computer-based
intelligence classifier and many geospatial data sources, the designers created an impressive
prescient model that can identify forest fire-prone areas. The study improves proactive fire fighting
and early warning systems, reducing the harm caused by wildfires. Sanden and Neideck (2021)
examine how connected data resources can improve multi-source public region tirelessness. The
survey uses public data sources to create complete, connected data resources for evidence-based
policymaking, program assessment, and organization delivery. The examination promotes data
executive techniques and government organization cooperation to make data an incentive for
social benefit.
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The cybersecurity improvements at specific southwest Nigerian schools are examined by
Oluwafunmilayo (2019). The review evaluates academic institutions' cybersecurity measures to
protect sensitive data and cyber threats. The findings highlight the importance of cybersecurity
availability and protecting stakes in strong security measures to reduce cyber risks. Analyse large
data using data science and computerized reasoning (Pramanik, 2023). This section describes big
data research's challenges and opportunities. The authors explain big data analysis's origins and
potential for independent direction, progress, and social change by examining various keen
strategies, instruments, and application spaces. The examination improves big data strategy
understanding and multidisciplinary collaborative efforts to maximize big data's potential in many
areas.

An proposed method for intrusion detection focuses on combining data from different sources, like
user behavior, system logs, and network traffic (Anjum, N. et al., 2021). This method is specifically
made to make intrusion detection more accurate. Aleroud and Karabatis (2017) suggested a
context-aware data fusion method that makes intrusion detection more accurate by taking into
account things like the time and location of the intrusion.

3. Design of a multisource big data based computer network security defence
system

3.1.Building Multisource Big Data Models

Providing clients with information regarding data plan and various perspectives through a unified
perspective is the primary objective of the multisource big data organizing stage. Consequently,
the data availability process is further developed by enhancing the data organizing cycle's instinct.
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Information regarding the development of data sources and target views must be accumulated in
order to achieve the objective of disseminating a unified perspective. It is also necessary to
provide a modifying page that allows clients to select specific sections of the data availability
cycle and modify the credit allocations in the data organizing process by adjusting the
association point. Finally, to satisfy the justification for managing the versatility of the data
organization process, a data organization process for multisource big data must be established, as
well as process record move and age capabilities provided. The cycle should be developed and
demonstrated after the framework is established, and it is typically employed to finalize the
client-depicted strategy. Each step toward the client-represented data game plan process should
be executed with adaptability and efficiency (Q. Guo, 2020). It is imperative to enhance the
estimation and strategy for addressing missing data. The bit by bit advantageous assessment
system approach is illustrated in Figure 1.

Figure 2 shows the multisource big data flowchart. Extra-assembled analysis of multisource
security events generates anomaly alerts using security semantics. Though assault examinations
can be fooled, anomaly alerts provide only low-level security. Relationship analysis will link these
spots to a more serious attack scenario using semantic security data from firewalls, antivirus
software, and intrusion detection systems (Ragazou, 2023).
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Figure 2: Big data flowchart with multiple sources.

3.2.System Model Design is Defined by Computer Network Security

The goal of the quantitative evaluation of defense systems during the arrangement stage is to help
security staff figure out if security threats are built into the system and, if so, which threats the
system is meant to protect against. It also wants to find any holes in the defense system or threats
that the system might not be able to stop well enough (S. S. Harsha, 2019).
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(1) Figure out the possible security risks and set up a framework for the evaluation subject's
network security. There is a suggested network security model for the information system that
shows the network topology of the information infrastructure.

Not all of the device hubs that the information structure goes through are completely safe, which
makes it less safe (Tao, 2020).

(2) The degree of risk associated with security threats is used to assess the system's evolutionary
stage. Various research procedures are employed to assess the severity of a security risk.
Information systems may be vulnerable to upcoming challenges, such as security risks. When
information systems are threatened by attacks, security personnel counteract these threats by
deploying security devices to neutralize or eliminate them (Ullah, 2023). This suggests that the
degree of probability that the information system assesses can be employed as a quantitative
indicator to measure the protective capability of the shield structure. This article examines the
dynamic relationship between the type of danger and the actual level of risk. It utilizes various
reviewed studies to assess the level of risk associated with a specific situation. Aggressors interpret
dangers as clear attacks and achieve their goals by employing hostile behaviors to deliver threats
to their intended targets. Risks associated with security encompass data leakage, data aggregation,
data manipulation, and lack of managerial accessibility. Specific hazards present distinct security
opportunities and vary in the level of risk they pose to a security threat T at a device hub within a
data infrastructure (Vasa, 2023). Using SDNA design, a hypervisor is put between each network
hub. This gives each hub a unique look while still being essential for the computer's OS, different
applications, and end consumers.

Vn—1
Zizltw(n —D = )

(3) Utilize the network security model to decide how to safeguard the information structure's
security gadgets against dangers to the gadget centers. There is a security risk since it is normal
that the contraption center point is gadget 1. T, devicel's network danger is addrl, the assailant's
network address is addr2, and the security gadget's defensive impact is contraption against the
danger in the shield system. DTj (dj1, dj2,... djn), dji with ti adjusted correspondence, addresses
T. Clients will work with computer information systems for a lot of time consistently (Wu, 2020).
Bosses frequently start with a model setup of the security of the computer system, which
safeguards the computer information structure:

n
S = Z(T,— + tW,—_l) - TWT (2)
i=1

(4) Decide if the watchman design is suitable for general protection. Considering that the
information structure has m resources, the resources' genuine monetary worth is utilized to decide
their significance (X. Chen, 2019).
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for deciding the protection effect of the all-out information structure is acquired:

m

j=1 i=1

The data sources can be recognized, recognized, and dealt with fittingly by the security protect
engineering in view of the aftereffects of data coordinating.

Figure 3 shows the security defend system's design. The planning module, the disclosure module,
the actually take a look at module, and the database storing system make up the shield part. The
structure will initially gather a large measure of data (T1, T2, TN, and so forth) in the planning
module. It will then pre-process the data, store the pre-dealt with data in the readiness set database,

set up the pre-taken care of planning set utilizing the mind net, and store the got features the
component library (Zhang, 2021).
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Figure 3: The security defense system's design.

At last, two situational points of view are analyzed in line with their reasonable relevance. The
first is RE, the general reaction impact of the protection system against the hazards that gadget 1
poses in the resources; rel 0 shows that gadget 1 is covered by the defend range of the protection
structure. All security devices cannot differentiate the danger presented by attacks; hence, none of
the security devices covered by the defense system (gadget 1) can prevent attacks linked with
hazards; moreover, none of the security gadgets covered by the protect structure (gadget 3) can
prevent attacks linked with hazards. Therefore, assuming each of the four credits of gadget 1 are
available, no security element can protect against the risk presented by re4 0.
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The next one is Bij, Bij, the reaction system of the security devices to protect the resources against
the risk gadget 1. Though every value device 1 has a similar significance as the others, Bij, or the
actual response to hazards that every remarkable security gadget generates, really counts (Z.
Xiong, 2021).

3.3 Potential Situations anomaly notifications using security semantics

Anomaly correction for data quality is essential for improving datasets' accuracy, reliability, and
usability across all domains and use cases. We will highlight the most important areas where our
framework can improve data quality in the sections that follow.

Personal details: The accuracy of sensitive data can be compromised due to human error,
incomplete or missing data, inconsistent data formats or types, misspellings, and other human
error-related issues. There is hope that the proposed framework can improve data quality.
Customer profiling, targeted marketing, and personalized services are all at risk when data is
inaccurate or unreliable due to quality anomalies. Some methods for dealing with these problems
include finding correlated features, choosing comparable records, and filling in missing values,
fixing inconsistencies, and fixing data entry mistakes with machine learning models like XGBoost.
Think about a scenario where the date of birth field has some blanks. To improve the data quality
and make accurate predictions of date of birth values, the framework can use correlated features
like name, address, and age. (Elouataoui Widad, 2023).

Cybersecurity : When it comes to cybersecurity, data quality correction is absolutely crucial. In
order to effectively detect threats, respond to incidents, and manage risks, trustworthy
cybersecurity data is essential. Our dependence on digital systems and the ever-changing threat
landscape make this a top priority (Gahi, Y., 2019). When it comes to cybersecurity, poor data
quality can be caused by things like missing or incomplete log entries, incorrect timestamps,
inconsistent data formats, and intrusion detection systems that produce false positives or false
negatives. The cybersecurity dataset data quality could be improved by the framework.

Healthcare: Inaccurate patient records, inconsistent or missing diagnoses, and treatment
discrepancies are some causes of poor data quality in healthcare information systems. The
reliability of medical research, decisions, and patient care can all be severely compromised by
these anomalies. These problems can be handled by the framework by selecting related features
like patient IDs, medical diagnoses, and treatment histories.

Trasportation: Anomalies in data quality can occur in transportation networks due to things like
incorrect vehicle identification numbers, missing route information, inconsistent timestamps, and
inaccurate location data. Errors can make it harder to find the best route, predict delays, and control
traffic.

101



The Islamic University Journal of Applied Sciences (JESC) Issue I, Volume VI, July 2024

These problems can be handled by the framework by picking out related features like location
coordinates, timestamps, and vehicle attributes.
Banking : In the banking industry, inconsistent transaction records, erroneous customer
information, missing account details, and inconsistencies in financial statements can all result from
poor data quality. Problems with noncompliance, ill-informed decisions, and financial losses can
all stem from aberrations. To solve these problems, the framework can identify and examine
interrelated client identifiers, account details, and transaction types. By using anomaly detection
and filling in missing or inconsistent data, the framework can validate financial datasets, fix
transaction errors, and reconcile account information. Financial institutions, transportation
companies, healthcare providers, online retailers, and personal information managers can all
benefit from the data quality anomaly correction framework.

4. Results analysis
4.1 Examination Analysis of a comprehensive data model using multiple sources

The system optimizes and expands standard processes to address issues in multisource significant
data unification, taking into account the data preparation requirements of multisource analysis and
centralization management. The solution pertains to the establishment of the view, the definition
of data preparation process components, and their organization. Computer networks provide
convenience and enhanced office efficiency; however, they also present security risks, including
software vulnerabilities, hacker attacks, malicious codes, and protocol vulnerabilities. These
threats have the potential to inflict varying degrees of damage on computers.

The multisource human data platform's data preparation results are saved and supported for
analysis and centralized management tasks. Enabling unified big data management from access to
output and displays, the e-platform integrates human data access, editing process management,
and execution. Data is saved as part of the data preparation process to facilitate subsequent tasks
and increase flexibility in multisource big data. The attacker is presented with a significant obstacle
by the weakest attack link, as they are required to generate events at various stages of the attack
chain in order to accomplish their goal.

However, attack independence implies that there is little chance of attack chain related events
happening in the absence of an attack. Thus, it follows that the coincidence of multiple events in
an attack chain is implied. On the other hand, analysts can reconstruct the attack scenario by using
the association between these events. This article also focuses on using different source events for
association analysis. The analysis presented suggests that studies concentrating on network attack
chains have a clear advantage when it comes to characterizing attack scenarios and improving
comprehension. Furthermore, it is possible to recognize crucial phases in the attack
implementation process and quickly intercept them during defense by using forwarding mapping
and reverse reasoning of attack chains.
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The analysis and detection of Advanced Persistent Threats (APTs) frequently lag behind the actual
attack due to the slowness of defense mechanisms. The dynamic security model suggests that there
may be a longer lag between the time an attack is discovered and successfully carried out. Et-Dt +
Rt-Pt > 0. is the equation. Only when Pt is greater than Dt + Rt can the system be guaranteed to be
secure.

The MCKC network attack chain model can be used to decrease the time it takes to detect an
attack, thereby increasing system security. The relationship's description cannot exist without the
keyword. The variable n(t, R) indicates how frequently it occurs in R. The following is the equation
to calculate P(t|fees). To create a single, cohesive viewpoint, information about the target views'
and data sources' structures must be gathered.

The flexibility of the data preparation process should be increased by including an editing page
that is easy to use. On this page, users will be able to choose which components of the data
preparation process to edit and change the properties of those components. In addition, functions
for uploading and generating process files should be included in a data preparation process that
can handle multiple big data sources.

The MCKC model improves on earlier techniques in most metrics. The lightweight model retains
a recursive structure to faithfully represent the lateral movement within the internal network while
condensing the attack process into five stages. Because the bidirectional analysis method supports
both cyclic iterative analysis and metadata analysis, it is more akin to human analytical cognition.

One advantage of the proposed MCKC model is that it can help analysts who analyze and
comprehend complex attack events in large enterprise networks by reducing their cognitive load.
This is achieved by applying a reasoning process that is similar to that of a human analyst and
merging data from multiple sources. In order to address the scalability issue during the analysis
process, this approach also makes it easier to integrate additional attack processes and creative
probes into traditional network environments (Zhou, Z, 2022). Nevertheless, a crucial aspect of
APT attack research is quantitative analysis, which the MCKC model lacks. Attack operations
need to use tactics that make their actions difficult for defenders to detect.

4.2 Solution Implementation is Defined by Computer Network Security

Many methods, including encryption, authentication, identification, and access control, are
included in security defense systems. Management is the methodical application of particular
security resources to achieve a specific goal.
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A security defense system’'s management involves a variety of activities, including risk
assessment, planning, the acquisition of systems and services, authentication, maintenance, and
the establishment of policies, standards, and procedures. The information assurance program is
significantly influenced by the contributions of individuals, and security defense systems
encompass both personnel security and security personnel.

Individuals must possess a high level of security consciousness, knowledge, and proficiency in
safety protocols in order to properly design, implement, and supervise security measures.
Computer administrators frequently perpetrate specific attacks that originate within the
organization. Consequently, it is imperative to possess a comprehensive comprehension of security
defense systems. The computer information systems will be frequently used and the users will
engage in prolonged operation. In computer systems, administrators typically commence with a
model configuration of the system's security, which offers a specific level of protection for the
computer information system. Nevertheless, the computer system is unable to accurately identify
and prevent malicious attacks, spamming, SQL injection, and improper user operations.

The administration of the system is significantly impeded by these malevolent operations. Based
on four critical factors: spamming, SQL injection, user behavior analysis, and access address, we
offer a thorough evaluation and analysis. Figure 4 illustrates the degree of user accuracy variability.

Comparative tests were used to assess the impact of the number of iterations on the training set's
accuracy, the validation set's accuracy difference, the training set's loss function value change, and
the validation set's loss function value change. Additionally, each dataset's various classifications'
accuracy, recall, and f1-score were assessed and examined. The experiments compare and assess
the conventional approaches to classification: multilayer perceptrons, recurrent neural networks,
and basic Bayesian techniques.
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Figure 4: User behaviour accuracy.

Comparative tests were conducted on the exploratory data to adjust the precision of the preparation
set in relation to the number of emphasis, the exactness of the approval set in relation to the number
of cycles, the worth of misfortune capability of the preparation set in relation to the number of
cycles, and the worth of misfortune capability of the approval set in relation to the number of
cycles. A correlation of the security defense framework examination findings is illustrated in
Figure 5.
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Table 1: Security defense system results in the comparison analysis.

Business Continuity (BC), Access Control (AC), Common Criteria (CC), Corporate Governance (CG)

BC/AC CC/BC CcG/CC
User behavior 30% 59% 15%
SQL Injection 44% 32% 27%
Spam 55% 31% 17%
Access Address 14% 31% 58%

120%

100%
80% 58%

60%

Time ratio

40%

20%

0%
User behavior SQL Injection Spam Access Address

Name

EBC/AC ECC/BC mCG/CC

Figure 5: Security defence system findings in the comparative analysis.

A comprehensive overview of the virtual machine preliminary stage of the cautious structure’s
improvement is provided. The virtual machine's configuration and the associated writing computer
programs are thoroughly examined to determine the anticipated reasonable environment for the
preliminary stages of the distinctive protective system. The unique defense framework's strength
and reasonableness were evaluated in a LAN environment that had been developed. The trial
results revealed that the network hosts of one or two types of assigned exercises that were protected
by the unique defense framework were generally able to transmit without feeling immediately alert
and with minimal impact on the underlying network structure's performance. When an aggressor
examines the network protected by the distinctive defense design and endeavors to determine its
geographic location, they are unable to view the actual IP address information of the LAN. In fact,
the extraordinary defense framework can thwart the aggressor's sifting checks, thereby increasing
the attack cost
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5. Conclusion and future scope

Quantitative evaluation research and cybersecurity are the topics that are discussed in this article.
Following this, the current state of research in the areas of cybersecurity modeling and quantitative
assessment is revealed. Lastly, it evaluates the degree to which there are gaps in the research.
Comprehensive findings have been obtained through the application of optimization techniques,
the measurement of network security defense systems, and the modeling of information system
network security. These findings are supported by the fact that the proposed solutions have been
demonstrated to be effective in practice. A rule-based algorithm that systematically investigates
security device deployment configurations and enables configuration modification is proposed in
this article. The goal of the algorithm is to improve and optimize network security defense systems.
For the purpose of determining the significance of security devices and differentiated optimization,
this foundation is utilized. For the purpose of determining the most effective approach to putting
in place a network security defense system, an optimization solution is developed. The
implementation of a measurement scheme is a solution to the problem of redundant stacking of
security device functions as well as inefficient deployment. For the purpose of developing an
effective defense system measurement and optimization system, the proposed network security
defense system measurement and optimization scheme is utilized. The system is comprised of
modules that are responsible for data entry, defense system evaluation, traversal of deployment
methods, and optimization. Defense system evaluation and optimization are both within the realm
of possibility. The proposed method for measuring and optimizing the network security defense
system in applications that are actual in the real world. The effectiveness of the network security
defense system scheme that is described in this article has been demonstrated through the results
of optimization and measurement.

When it comes to our future work, one of the most important components will be the enhancement
of the framework for anomaly correction. In order to meet the ever-increasing demand for real-
time data processing, the framework will be modified to include real-time monitoring of the quality
of the data. This includes the investigation of methods for correcting anomalies and monitoring
the quality of data in real time.
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